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Beware of Bank Transfer Fraud or Other Special Fraud!
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Special fraud targets random people by phone, postcard, email, etc. without directly meeting them. There are various
types of special fraud, most of which are bank transfer fraud. Some of the main techniques are outlined below.

FHBRBIEE, RIENTHENS, FREMBCERGE. BEN. BESETERNTI. BREREESHERY
Mk, ABHRIN SCRIER . TENE/URMEERRENCRERTA,

S4 ADIRHESH Ll ISR 41 Hat - GM - U S8 AS3ts APIS ZELICL S4 APl Cigfet 57} AaLicier, 1
cheiol '3 AT LICE ¥ 7R HEHQ! £3 A7|9| 8 A7HILIC

s F
FU#LEERR “It’s me” fraud
M %é’:ﬂﬁﬁbf%ﬁij’“’?’ > %%é“;%;%b) %%L{gﬁ’@*?i% The criminal pretends to be a relative (son, grandson,

R R 5 etc.), police officer, etc. and calls you, asking you to
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BEEHE FyvIah— ]\gtibﬁya_@gj{f—g—o you of cash or a cash card by saying they need the
money to cover damages or a loan.
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%:ﬁ’a’:ﬂﬂﬂbﬂ: Pﬁ%@ﬁ%}éﬁ%%bl WE%%JI@?E The criminal pretends to be a public official and calls,

saying “We need to refund you a tax payment or medical

%%ﬁﬁbijj fATMT?@%?ﬁ’C%i‘é‘J 7;c<‘;“t=l,s treatment costs” and “You can do it at an ATM.” The criminal
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WAL A . SN 2 ) ferring money to the criminal’s account while pretending to
L\ﬁﬂj\muﬂé‘kbﬁé%bﬁtyiﬁé?&éﬁé ﬁlﬁﬁkfj_° be advising on the refund procedure over the cell phone.
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Billing fraud

This fraud targets random people by postal mail
or the Internet, billing them for fictitious fees, making
them buy a prepaid card to obtain its serial number,
thereby defrauding them of cash.
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To prevent damage from such fraud...
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@If the caller starts talking about money, bank accounts
or cash cards, assume they are a criminal regardless of
who they pretend to be, and hang up the phone.

@®Do not believe the phone number the caller provides,
but check the number with your family, or call the city
government or police station using a telephone directory
to check the number the caller provides.

@Create a password within your family, and use it to con-
firm who you are talking to before going further.

@Always use the answering and message recording func-
tion. Do not answer or call back by yourself until you
have identified the caller. Avoid giving your name first.

@Use the number display function, and avoid answering
calls from unknown numbers.

@®Use the automatic phone recording function to avoid
fraud calls.

@You do not have to pay fees for services you do not
remember. Do not call any phone number given in an
email or on a postcard demanding payment.
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Do you know about “fraudulent theft,”
which has been sharply increasing?
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Recently, a new type of bank transfer fraud called
“fraudulent theft” has been sharply increasing.

1 The criminal visits a victim, pretending to be a police
officer or Financial Services Agency official.

2 The criminal gets the victim to place their cash card
and a memo with the PIN code in an envelope they
have brought, saying it is for preventing illegal use.

3 Then the criminal asks the victim to seal the envelope
with their stamp seal, and while the victim goes to get
it, the criminal switches the envelope containing the
cash card and memo with another one.

4 Then the criminal gives the switched envelope to the
victim, instructing them not to open it until a new card
is delivered, and leaves.

The criminal withdraws money from the bank account
using the cash card and PIN code while the victim is un-
aware of the fraud.
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The con uses a shrewd ftrick, telling a plausible lie so
smoothly that you may want to believe it. But if you feel
something strange any little bit, consult with a city offi-
cial or police officer.
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Acting as an “Ukeko (Scammed Money Collector)” or “Dashiko (Scammed Money With-

drawer)” in Bank Transfer Fraud Is a Crime
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Do you want an easy yet profitable part-time job? All
you have to do is receive money near the station.” “You
can earn money simply by withdrawing cash from an
ATM.” Have you ever had such an invitation? It might
be a horrible invitation to a crime, to become an ukeko
(scammed money collector) or dashiko (scammed mon-
ey withdrawer) in a bank transfer fraud.

Acting as an ukeko who receives cash directly from
a victim of bank transfer fraud, or a dashiko who with-
draws cash paid by a victim from the bank account is a
genuine crime.

“I can’t refuse because my senior or friend asked me
to do it. Just once is OK.” “l won’t be caught by the
police for such a minor thing.” Such an attitude and ac-
cepting the offer easily could destroy your life.

Be brave enough to refuse such offers. And if you
have any trouble, don’t fret on your own but consult a
city official or police officer.
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